TAMPERING DETECTION IN COMPRESSED DIGITAL VIDEO USING WATERMARKING
ABSTRACT
This paper presents a method to detect video tampering and distinguish it from common video processing operations, such as recompression, noise, and brightness increase, using a practical watermarking scheme for real-time authentication of digital video. In our method, the watermark signals represent the macro block’s and frame’s indices, and are embedded into the nonzero quantized discrete cosine transform value of blocks, mostly the last nonzero values, enabling our method to detect spatial, temporal, and spatiotemporal tampering. Our method can be easily configured to adjust transparency, robustness, and capacity of the system according to the specific application at hand. In addition, our method takes advantage of content-based cryptography and increases the security of the system. While our method can be applied to any modern video codec, including the recently released high-efficiency video coding standard, we have implemented and evaluated it using the H.264/AVC codec, and we have shown that compared with the existing similar methods, which also embed extra bits inside video frames, our method causes significantly smaller video distortion, leading to a PSNR degradation of about 0.88 dB and structural similarity index decrease of 0.0090 with only 0.05% increase in bitrate, and with the bit correct rate of 0.71 to 0.88 after H.264/AVC recompression.


EXISTING SYSTEM
Installing video cameras in public facilities for surveillance becomes more and more popular. This paper proposes a novel authentication scheme based on chaotic semi-fragile watermarking. The timing information of video frames is modulated into the parameters of a chaotic system. The system output, which is a noise-like signal, is used as a watermark and embedded into the block-based discrete cosine transform domain. The embedded information is demodulated by a maximum likelihood estimator. Temporal tampering can be detected by the mismatch between the extracted and the observed timing information. In addition, the deviation of the extracted watermark from the original one allows us to locate spatial tampering. It is shown that the proposed scheme can satisfy the peculiar requirements of authenticating a digital video surveillance system.
DISADVANTAGES
· Due to mostly from choosing the input parameters. 
· Highly complex and not always accurate.


PROPOSED SYSTEM
A practical system of digital video watermarking is suggested for authenticating and tampering detection of compressed videos. To design an efficient and low-complexity method, the embedding and extracting of watermarks are integrated with the coding and decoding routines of the video codec. To assure transparency to the human visual system, the MBs’ and frames’ indices are embedded into the LNZ quantized DCT value of the blocks. The suggested authentication method provides detection of spatial, temporal, and spatiotemporal tampering. The experimental results show that the distortion caused by our system is very low on average, PSNR is −0.88 dB, SSIM is −0.0090, increasing bitrate is just 0.05%, and BCR after H.264/AVC recompression is 0.71–0.88. Adding content-based cryptography to the watermarking system increases the security of the system and slightly decreases BCR (1% to 5%) after H.264/AVC recompression. Furthermore, to distinguish malicious attacks from common video processing operations, such as H.264/AVC recompression, noise, and brightness increasing, analysis of the error is used to detect tampering.
ADVANTAGES
· Identification information is embedded into the data carrier in ways that cannot be easily noticed
· The data usage will not be affected


SYSTEM REQUIREMENT:

HARDWARE REQUIREMENTS:
  
Processor 		: 	Intel 
Ram			:	2 GB (Minimum) 
Monitor		:	15” COLOR
Hard Disk		:	500 GB
Keyboard 		:	STANDARD 102 KEYS
Mouse		:	3 BUTTONS

SOFTWARE CONFIGURATION:
  
Operating System		:	Windows 7 / 10
Environment		:	MATLAB
Matlab		 	:	Version 18a
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