HIDING PRIVACY INFORMATION IN VIDEO SURVEILLANCE SYSTEM
ABSTRACT
This paper proposes a detailed framework of storing privacy information in surveillance video as a watermark. Authorized personnel is not only removed from the surveillance video as in but also embedded into the video itself, which can only be retrieved with a secrete key. A perceptual-model-based compressed domain video watermarking scheme is proposed to deal with the huge payload problem in the proposed surveillance system. A signature is also embedded into the header of the video as in for authentication. Simulation results have shown that the proposed algorithm can embed all the privacy information into the video without affecting its visual quality. As a result, the proposed video surveillance system can monitor the unauthorized persons in a restricted environment, protect the privacy of the authorized persons but, at the same time, allow the privacy information to be revealed in a secure and reliable way.


EXISTING SYSTEM
The key contribution of this paper is the use of perceptual criteria for embedding in images, in conjunction with the quantization based embedding prescribed by information theory in the context of simple host models. Both of our embedding methods are highly optimized for JPEG compression attacks, which enables them to offer excellent performance without error correction coding. In particular, the capacity obtained without coding under JPEG attack using our schemes is comparable to the capacity estimates under AWGN attacks in, attaining which in general would presumably require complex embedding and decoding schemes. It is relatively straightforward to add standard error correction (including the use of soft decisions and iterative decoding) to make our methods robust to non-JPEG attacks, such as the AWGN attack or wavelet compression.
DISADVANTAGES
· The link between the visible and invisible data makes the objects work faster, but data hiding prevents this linkage.  
· Can make it harder to create effects in the hidden data.



PROPOSED SYSTEM

In this system, we have presented a privacy-preserving surveillance video system where the privacy information can be retrieved in a secure and reliable manner. An effective information hiding method has been proposed to hide all the privacy information into the host video with minimal perceptual distortion. A digital signature is inserted into the resulting video for authentication. Future research will be focused on minimizing the bitrate given the amount of privacy information and perceptual distortion requirement.

ADVANTAGES
· Experience Easier Installation and More Effective Implementation
· Improve Storage and Accessibility.



SYSTEM REQUIREMENT:

HARDWARE REQUIREMENTS:
  
Processor 		: 	Intel 
Ram			:	2 GB (Minimum) 
Monitor		:	15” COLOR
Hard Disk		:	500 GB
Keyboard 		:	STANDARD 102 KEYS
Mouse		:	3 BUTTONS

SOFTWARE CONFIGURATION:
  
Operating System		:	Windows 7 / 10
Environment		:	MATLAB
Matlab		 	:	Version 18a
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