FACE RECOGNITION AS AN AUTHENTICATION TECHNIQUE IN ELECTRONIC VOTING SYSTEM USING RFID

ABSTRACT
Online voting system is a voting system in which the election data is recorded, stored and processed primarily as digital information and it needs to address, obtain, mark, deliver, and count ballots via computer. Therefore voter identification and authentication techniques are essential for more secure platform mechanisms to overcome vulnerabilities of the client used by the voter to cast her vote.  In this system a Face Detection and Recognition system (FDR) used as an Authentication technique in online voting, which one of electronic is voting types, is proposed. Web based voting allows the voter to vote from any place in state or out of state. The voter’s image is captured and passed to a face detection algorithm (Eigenface or Gabor filter) which is used to detect his face from the image and save it as the first matching point. The voter’s National identification card RFID is used to retrieve and return his saved photo from the database of the Supreme Council elections (SCE) which is passed to the same detection algorithm (Eigenface or Gabor filter) to detect face from it and save it as second matching point. The two matching points are used by a matching algorithm to check wither they are identical or not. If the results of the matching algorithm are two point match then checks wither this person has the right to vote or not. If he has right to vote then a voting form is presented to him.




EXISTING SYSTEM
India being a democracy that too world’s largest, still conducts its elections using either Secret Ballet Voting or Electronic Voting Machines (EVM) both of which involves high costs, manual labor and are inefficient. So, the system must be optimized to be made efficient which would not leave room for unwanted means of voting. The most familiar issue faced by the election commission is inappropriate confirmation with respect to the arrangement of casting the votes, duplication or illegal casting of votes The proposed biometric electoral authentication system allows the user to scan s so that his or her credentials can be compared to existing iris images already stored in the system's database. Present Aadhar database will be integrated into voting authentication system. Using detection of iris based authentication decreases the chance of duplicating a vote and those who are registered prior to the election and are recognized by the system will be allowed to vote 
DISADVANTAGES:
· For IRIS recognition we Can't use a regular camera; requires IR light source and sensor. Visible light must be minimized for highest accuracy required for search.
· Low accuracy level




PROPOSED SYSTEM
The voter's image which is captured using a webcam is used as the input to the face detection algorithm. Before entering image to Gabor filters, it must be normalized. Gabor filter algorithm consists of 40 filter used to detect faces from the captured image; the proposed system applied different Gabor filters on the image to generate 40 images with different angles and orientation. Gabor filters are applied on the input images. At last, the calculated distances are compared with Gabor database. If match occurs, it means that the image is recognized as a face The Eigenface technique uses much more information by classifying faces based on general facial patterns. The algorithm calculates the average face in face space and returns the top Eigenface vectors then it uses these differences to compute a covariance matrix C for our dataset. The output of the Eigenfaces system is the first point extraction of the person’s face which we will be used to verify the voter's identity. The voter will enter his ID number which is used to fetch his image from SCE data base this image will be considered as the first point. The voter’s image captured using a webcam is the input to the Eigenface system to detect the face from image and this will be the second point. The two points are checked for matching using pattern matching algorithm.
ADVANTAGES
· In Eigenface technique,  Raw intensity data are used directly for learning and recognition without any significant low-level or mid-level processing 
· The advantage of Gabor filters over Gaussian derivatives is related to a higher flexibility in the definition of the function shape.
· Accuracy and efficiency high

SYSTEM REQUIREMENT:

HARDWARE REQUIREMENTS:
 
Processor			:	Intel Core i3 Processor
Speed				:   	2.5 GHz
RAM				:   	2GB (min)
Hard Disk			:	500MB
Key Board			:   	Standard Windows Keyboard
Mouse			:    	Two or Three Button Mouse
Monitor			:    	LCD

SOFTWARE CONFIGURATION:
 
Operating System		:	Windows 7 / 10
Environment		:	MATLAB
Matlab			:	Version 18a
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