 SECURE DATA COMMUNICATION AND CRYPTOGRAPHY BASED ON DNA BASED MESSAGE ENCODING
ABSTRACT
Secure data communication is the most important and essential issue in the area of message transmission over the networks. Cryptography provides the way of making secure message for confidential message transfer. Cryptography is the process of transforming the sender's message to a secret format called cipher text that only intended receiver will get understand the meaning of the secret message. There are various cryptographic or DNA based encoding algorithms have been proposed in order to make secret message for communication. But all these proposed DNA based encryption algorithms are not secure enough to provide better security as compared with the today's security requirement. In this paper, we have proposed a technique of encryption that will enhance the message security. In this proposed algorithm, a new method of DNA based encryption with a strong key of 256 bit is used. Along with this big size key various other encoding tools are used as key in the encoding process of the message like random series of DNA bases, modified DNA bases coding. Moreover a new method of round key selection is also given in this paper to provide better security in the message. The cipher text contains the extra bit of information as similar with the DNA strands that will provide better and enhanced security against intruder's attack.


EXISTING SYSTEM
Cryptography is one of the major concerned areas of computer and data security and a very promising direction in cryptography research is known as DNA Cryptography. DNA computational logic can be used in cryptography for encrypting, storing and transmitting the information, as well as for computation. Although in its primitive stage, DNA cryptography is shown to be very effective. In this paper, a proposal is given where the concept of DNA is being used in the encryption and decryption process. The theoretical analysis and implementations shows this method to be efficient in computation, storage and transmission; and it is very powerful against certain attacks. This paper also proposes a unique cipher text generation procedure as well as a new key generation procedure. Finally, to demonstrate the performance of the proposed method, its implementation is explained and the results are analyzed.
DISADVANTAGES
· The network or the computer system can be attacked and rendered non-functional by an intruder.
· Another fundamental need of information security of selective access control also cannot be realized


PROPOSED SYSTEM
The proposed technique of encoding is far better than the conventional cryptography like DES and DNA based encryption algorithms. The large key size, randomly selected sequence, D-Box, extra coding and modified DNA sequence coding makes the cipher text more secure against intruder's attack. Intruders will face more difficulty for decrypt the cipher text and get the information about the plaintext. The proposed method of DNA based encryption is applicable to text, audio, video rather almost all type of file. The encryption algorithm proposed here is based on a modified concept of DNA based cryptography methods. The algorithm proposed in this paper is more secure and reliable. It will be able to provides stronger protection against the various intruder's attacks like cipher text only, chosen cipher text etc. In this proposed algorithm both confusion and diffusion are embedded while making the cipher text.
ADVANTAGES
· This algorithm is applicable for almost all documents.
· The proposed system provides better security aspects.


SYSTEM REQUIREMENT:

HARDWARE REQUIREMENTS:
  
Processor 		: 	Intel 
Ram			:	2 GB (Minimum) 
Monitor		:	15” COLOR
Hard Disk		:	500 GB
Keyboard 		:	STANDARD 102 KEYS
Mouse		:	3 BUTTONS

SOFTWARE CONFIGURATION:
  
Operating System		:	Windows 7 / 10
Environment		:	MATLAB
Matlab		 	:	Version 18a
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