REVERSIBLE DATA HIDING IN ENCRYPTED IMAGES BASED ON REVERSIBLE INTEGER TRANSFORMATION AND QUADTREE-BASED PARTITION
ABSTRACT
This paper presents an improved secure reversible data hiding scheme in encrypted images based on integer transformation, which does not need using a data hider key to protect the embedded secret data. We first segment the original image into blocks of various sizes based on the quadtree-based image partition. For each block, we reserve m least significant bits (LSBs) of each pixel as embedding room based on the reversible integer transformation. In order to improve the security of the image encryption, we pad the mLSBs of each pixel using the corresponding (8-m) most significant bits (MSBs) information after the transformation, which protects the security of the encryption key. Then, we encrypt the transformed image with a standard stream cipher. After the image encryption, the data hider embeds the secret data in the mLSBs of the encrypted images through an exclusive or operation. On the receiving side, the receiver can extract the secret data after the image decryption and recover the original image without loss of quality. The security analysis shows that the proposed scheme improves the security weakness of the scheme directly using adaptive integer transformation. The experimental results show that the proposed method achieves a higher embedding ratio compared with several relevant methods.

EXISTING SYSTEM
In this system, the AES key expansion algorithm based on the two-dimensional Logistic mapping is proposed. The algorithm increases the workload of brute force, thereby, increases the difficulty of AES cracking. The use of two-dimensional Logistic mapping can reduce the dependence between sub-keys, which can also greatly enhance the security and robustness of the AES encryption sub-key.
DISADVANTAGES
· It uses too simple algebraic structure. 
· Every block is always encrypted in the same way.
· Hard to implement with software.


PROPOSED SYSTEM
The designed scheme contains three stages. The first stage contains the embedding room reserve and image encryption. The second stage is data hiding. The third stage consists of the data extraction and image recovery. This paper proposed an SOK-type RDHEI scheme using a reversible integer transformation and quad-tree-based image partition, in which we do not need to use a data hiding key to protect the security of the embedded messages. We used the reversible integer transformation based on the various sized blocks to reserve the embedding room. To prevent the LSBs of the pixel values in the cipher image from disclosing the encryption key, we padded information in the mLSBs of the cover pixels after reserving the embedding room. The data hider can embed the secret data directly in the encrypted image through an XOR operation without a data hiding key. The receiver can extract the secret data and recover the original image with the encryption key.
ADVANTAGES:
· Better recovery image, less destruction ratio, High embedding capacity.
· The proposed scheme improves the security of the image encryption which reserves the embedding room in the LSBs of original images.
· It mainly focus on the improvement of the embedding capacity and security


SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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