BIOMETRIC IDENTIFICATION AND VERIFICATION SYSTEM
ABSTRACT
Conventionally, the identification of users is performed using passwords and PIN numbers. However, due to the rapid changes in technology, these security measure's abuse and theft are also increasing. This led to the birth of the biometric security system, in which the identity verification of individuals is performed based on the feature vectors, which are derived from the physiological and/or behavioral characteristics of humans. The categorization of a biometric system is done as per the number of traits utilization for authentication purposes. There are various available methods for identification such as Face Recognition, Iris Recognition, Voice Recognition, Fingerprint Recognition, etc. As per advancement in technology, information security becomes a major challenge of the IT industry. Thus, authentication plays an important role to deals with security. The key objective of this scheme is to ensure that the rendered services are accessible only by the authorized user and not by an illegal person. Using biometrics, an individual's identity can be confirmed or established. In this paper, a comparative survey of uni and the multi-modal biometric system is presented, and analysis is performed to know the best system. The purpose is to analyze the latest technology based on the progress made and unresolved issues. A general overview of the biometric recognition system is presented, along with the performance, parameters is presented. In addition to the single-modal system, this article also discusses the multi-modal biometric system and its traditional approaches along with the information fusion level. This article highlights the potential, market value, and prospects of biometric technology.

EXISTING SYSTEM
The processes of traditional biometric methods include the following subsystems: (1) data collection, (2) signal processing, (3) biometric feature extraction, (4) biometric feature registration/biometric feature input, and (5) matching and decision (i.e., comparing biometric features to determine whether they match). Generally speaking, one needs to first register/store biometric feature data (in the registration phase) for matching. Once this is completed, the biometric device allows the user to input his or her biometric feature data (in the matching phase) for comparison of the biometric features against those in the registration phase (in the compare biometric feature function) to determine if they match. If the biometrics of the pre-stored biometric features in the registration phase and those in the matching phase inputted by the user are found to match, then the device outputs a recognition result of “authentication successful.” Otherwise, the biometric device outputs a recognition result of “authentication failed.” Generally speaking, the steps in the registration phase and in the matching phase are processed similarly. For example, the matching phase is divided into the following steps: data collection, signal processing, biometric feature extraction, and biometric feature input. In terms of biometric feature matching, for the matching of the biometric feature registration data and the biometric feature input data, biometric authentication usually determines acceptability based on a threshold value.
DISADVANTAGES
· Confidentiality of Biological Information in the Recognition Process is less
· Safety measures is low which was used to Maintain Confidentiality in Remote Biometric Authentication 
PROPOSED SYSTEM
Biometric is a pattern identification system that identifies a person's identity by matching features, either biological or behavioral, of biometric traits. Biometric characteristics are a very convenient way to authenticate a person, as they have a high degree of security (challenging to forge) and cannot be stolen, forgotten, or lost .A Biometric system can be defined as an automated identification system in which the human being is identified from his/ her unique features. Authentication can be performed in two ways (i) one-to-many (identification), and one-to-one (verification).Identification: the authentication of an individual is performed by matching the biometric test sample to the trained structure stored in the database. Verification: the authentication of an individual is performed by matching the test image to the claimed biometric traits in the database .The simple structure of the biometric authentication system is depicted in. The biometric authentication system worked in two steps (i) enrollment and (ii) authentication. Both models used three main steps: image sensing, pre-processing and stored the processed image into a matching database. In the biometric system, verification and identification are the two essential blocks of identifying human beings. 

ADVANTAGES
· Since biometric systems are superior to conventional security systems, these systems have become a good choice for access control, personnel identification, and authorization
· Multi-modal biometric system provides better accuracy compared to a uni-modal system

SYSTEM REQUIREMENT:

HARDWARE REQUIREMENTS:
  
Processor 		: 	Intel 
Ram			:	2 GB (Minimum) 
Monitor		:	15” COLOR
Hard Disk		:	500 GB
Keyboard 		:	STANDARD 102 KEYS
Mouse		:	3 BUTTONS

SOFTWARE CONFIGURATION:
  
Operating System		:	Windows 7 / 10
Environment		:	MATLAB
Matlab		 	:	Version 18a
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