ENHANCED SECURITY FEATURE OF ATM'S THROUGH FACIAL RECOGNITION
ABSTRACT
Automated Teller Machines also known as ATM’s are widely used nowadays by each and everyone. The ATM machine (Automated Teller Machine) is an electronic device that is used by the banks to perform banking tasks like withdrawal of money, transferring of money, and many to get many information about a user's bank account without the need to visit a bank. This System revolutionised the way of transactions. There were no long lines of queue in front of the bank for a simple withdrawal of money. The number of ATM’s a bank has can be a factor in considering the strength of a bank. As there is increase in the number of ATM’s, there is also increase in the fraudulent activities in the ATM. The main motivation of this project is to increase the security feature of the use of ATM. The current method uses static key (PIN) for security. The proposed method uses Face-id as a key incorporated with current method. The advantages can be found as that the face-id is unique for everybody; it cannot be used by anybody other than the user. For the implementation of the face-id scan, the machine learning and image processing algorithms (Eigenface algorithm) are used.


EXISTING
Face recognition finds its application in a variety of fields such as homeland security, criminal identification, human-computer interaction, privacy security, etc. The face recognition feature inhibits access of account through stolen or fake cards. The card itself is not enough to access account as it requires the person as well for the transaction to proceed. Eigenface based method is used for the face recognition. However, the drawback of using eigenface based method is that it can sometimes be spoofed by the means of fake masks or photos of an account holder. To overcome this problem 3D face recognition methods can be used. However, its computation cost is high and requires large storage space which makes it very difficult to store information about a large number of users and 3D masks can also be used to spoof the 3D facial recognition based model. 3D printing is mostly used for such attacks. These drawbacks can be easily overcome by using One-Time passwords (OTP). OTP ensures that the user is authentic by sending the randomly generated 6-digit code to the registered mobile number of the corresponding account holder. In addition, the user will not have to remember PIN.
DISADVANTAGES
· One of the major setbacks of this model is when the camera does not work properly or is damaged. 
· If the user does not receive OTP in short time after the face recognition phase, it can delay the transaction which in turn makes user impatient. 
· The major drawback of this system is that if a particular network service is down, then it becomes impossible for the user to receive OTP


PROPOSED SYSTEM
Most people use an ATM for a lot of purposes and in a lot of scenarios. The most common three scenarios are considered here and the solutions are found. x The user as himself using the ATM machine. x If the user is threatened by somebody to get money without the user’s willing. x If the user’s friend uses the card of the user. First of all, when a user enters the ATM, two choices are given. Whether the user comes with his card (Number 1) or if the user’s friend comes with the card (Number 2). User uses the ATM by himself:  When a user by himself uses the ATM machine, first the card must be inserted. Now a camera captures the image of the user. Now, the captured image is compared with the image stored in the database. If both the image is matched (Eigenface algorithm does the comparison part) then a successfully authenticated message is displayed. Now the user needs to enter the PIN. If the PIN entered is correct then further transactions can be done. User is threatened by somebody: Now the user is threatened by somebody to get money. For this scenario we have a robust solution. First the face of the user will match. Now for entering the right PIN, the user must enter a wrong PIN. This causes a alert at the police portal which is at the backend. The police portal will be at idle stage if the transactions were smooth. If the wrong PIN is entered then the alert is received. 
ADVANTAGES
· The proposed method uses a biometric, this increases the security feature of the existing system drastically. 
· Since we use biometric it is unique for each and every individual. 
· The condition of threatening the user is well addressed here, and this can result in the safety of the user and the user’s money.
SYSTEM REQUIREMENT:

HARDWARE REQUIREMENTS:
  
Processor 		: 	Intel 
Ram			:	2 GB (Minimum) 
Monitor		:	15” COLOR
Hard Disk		:	500 GB
Keyboard 		:	STANDARD 102 KEYS
Mouse		:	3 BUTTONS

SOFTWARE CONFIGURATION:
  
Operating System		:	Windows 7 / 10
Environment		:	MATLAB
Matlab		 	:	Version 18a







REFERENCES
1. J.J.Patoliya, M.M. Desai, "Face Detection based ATM Security System using Embedded Linux Platform ", 2nd International Conference for Convergence in Technology (I2CT), 2017.
2.  M.Karovaliyaa, S.Karediab, S.Ozac, Dr.D.R.Kalbande, "Enhanced security for ATM machine with OTP and Facial recognition features",International Conference on Advanced Computing Technologies and Applications (ICACTA), 2015. 
3. Sivakumar T. 1 , G. Askok 2 , k. S. Venuprathap, "Design and Implementation of Security Based ATM theft Monitoring system", International Journal of Engineering Inventions, Volume 3, Issue 1, 2013. 
4. C. Bhosale, P. Dere, C. Jadhav, "ATM security using face and fingerprint recognition", Interna- tional Journal of Research in Engineering, Technology and Science, Volume VII, Special Issue, Feb 2017.
5. [bookmark: _GoBack]Manoj V , M. Sankar R , Sasipriya S , U. Devi E, Devika T , "Multi Authentication ATM Theft Prevention Using iBeacon", International Research Journal of Engineering and Technology (IRJET).
