IMAGE QUALITY ASSESSMENT FOR FAKE BIOMETRIC DETECTION APPLICATION TO IRIS, FINGERPRINT, AND FACE RECOGNITION
ABSTRACT
The increasing interest in the evaluation of biometric systems security is an important issue to be considered. The different threats called direct or spoofing attacks where in these attacks, the intruder uses some type of synthetically produced artifact (e.g., gummy finger, printed iris image or face mask), or tries to mimic the behavior of the genuine user , to fraudulent access of the biometric system have motivated to new efficient protection measures. In this paper, we present a novel software-based fake biometric detection method that can be used in multiple biometric systems to detect different types of fraudulent access attempts. The use of image quality assessment for liveness detection is motivated by the assumption that: It is expected that a fake image captured in an attack attempt will have different quality than a real sample acquired in the normal operation scenario for which the sensor was designed. The proposed approach presents a very low degree of complexity, which makes it suitable for real-time applications, using general image quality features extracted from one image to differentiate between real and fake samples. This proposed work enhances the security of biometric recognitions, by using the liveness detection through image quality assessment and by fusion of multiple biometric traits. The SVM classifier is used for differentiating between the real and fake samples.



EXISTING SYSTEM
To ensure the actual presence of a real legitimate trait in contrast to a fake self-manufactured synthetic or reconstructed sample is a significant problem in biometric authentication, which requires the development of new and efficient protection measures. In this paper, we present a novel software-based fake detection method that can be used in multiple biometric systems to detect different types of fraudulent access attempts. The objective of the proposed system is to enhance the security of biometric recognition frameworks, by adding liveness assessment in a fast, user-friendly, and non-intrusive manner, through the use of image quality assessment. The proposed approach presents a very low degree of complexity, which makes it suitable for real-time applications, using 25 general image quality features extracted from one image (i.e., the same acquired for authentication purposes) to distinguish between legitimate and impostor samples. The experimental results, obtained on publicly available data sets of fingerprint, iris, and 2D face, show that the proposed method is highly competitive compared with other state-of-the-art approaches and that the analysis of the general image quality of real biometric samples reveals highly valuable information that may be very efficiently used to discriminate them from fake traits.
DISADVANTAGES
· Costs – Significant investment needed in biometrics for security.
· Data breaches – Biometric databases can still be hacked



PROPOSED SYSTEM
In the proposed system the support vector machines are supervised learning models with its associated learning algorithms that analyze data and recognize the patterns, this SVM algorithm is used for classification. It is given with a set of training examples, each belongs to either one of the two categories as real or fake, this model assigns some new examples into one or the other category. This SVM model represents the examples as points into the space, and they are mapped so that every example is classified into two classes separated by a gap. SVM classifier can also deal with the non linear classification problems along with the linear classification by using the kernel trick.
ADVANTAGES:
· Works relatively well when there is a clear margin of separation between classes.
· More effective in high dimensional spaces.
· Effective in cases where the number of dimensions is greater than the number of samples.
· Relatively memory efficient.






SYSTEM REQUIREMENT:

HARDWARE REQUIREMENTS:
  
Processor 		: 	Intel 
Ram			:	2 GB (Minimum) 
Monitor		:	15” COLOR
Hard Disk		:	500 GB
Keyboard 		:	STANDARD 102 KEYS
Mouse		:	3 BUTTONS

SOFTWARE CONFIGURATION:
  
Operating System		:	Windows 7 / 10
Environment		:	MATLAB
Matlab		 	:	Version 18a
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